Nudopmanuonnas namMsaTka 1is odyuaromuxcs «besonacHocts B cetn UHTEpHET»
Komnviomepnoie eupycoi

KoMmmploTepHslii  BUPYC — 3TO  pPa3HOBUJIHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTIIMYUTEILHOW OCOOCHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3MHOXEeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl U
JaHHbIE, MOJKOHTPOJbHBIC IMOJIb30BATENI0, OT UMEHH KOTOPOro OblIa 3ammylleHa 3apakéHHas
IporpaMma, a TakKe MOBPEAUTh WM JIaKe YHUUYTOXKUTh ONEPALUOHHYIO CHCTEMY CO BCEMH
daitnamu B 11enoM. B 60bIIMHCTBE CllydaeB pacpOCTPaHSAIOTCA BUPYChI Uepe3 HHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnonb3yli cOBpEMEHHbBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIUE CEPbEZHBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

2. TlocrosiHHO ycTaHaBiaMBai mauTH (UU(PPOBBIE 3AIUIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C LEJBIO JOPAOTKM MpOrpaMMbl) U JApyrue OOHOBIEHHS CBOEH
oTepannoHHON cucteMbl. CKauyMBai X TOJIBKO ¢ OPHUIIMAIBHOTO caiiTa pa3paboTynKa
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE MO/ TPABaMU IIOJIb30BATENs, & HE aIMUHHCTPATOPA.
OTO HE MO3BOJIUT OOJBLUIMHCTBY BPEJOHOCHBIX IMPOIpaMM HHCTANIMPOBATbCA Ha
TBOEM II€PCOHAIIBHOM KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE NPOTrPaMMHbIE NTPOJYKTHI U3BECTHBIX MPOU3BOAUTEINEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3HUECKUl JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIMIL;

6. Hcnonp3yii BHEIIHNWE HOCUTENN HHPOPMAIIUH, TaKue Kak (iemka, IucK win (ain u3
UHTEPHETA, TOJILKO U3 NMPOo(epeHHbIX UCTOUHUKOB;

7. He orkpeiBail koMIbIOTEpHbIE (ailiibl, MOJyUYEHHbIE M3 HEHAAEKHBIX HCTOUYHUKOB.
Haxe T1e (ailnbl, KOTOpble HpUCIaT TBOM 3HAKOMbIM. Jlydmie yTrouHu y Hero,
OTIIPaBJISUI JIU OH Te0e HX.

o

Cemu WI-FI

Wi-Fi - 3T0 He BHJ Mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIbL OpeH 1, Mapka. Eie
B 1991 roay Huzaepnanjackas xkommaHus 3apeructpupoBana opens «WECAy, uro o6o3Hauvano
cnoBocoyetanue «Wireless Fidelity», koTopslii mepeBoIuTCs Kak «0ecrpoBOAHAsI TOYHOCTh.

Jlo Hamiero BpeMeHM JoluIa Apyras abOpeBHarypa, KOTOpas SBIISETCS TaKOW ke
TexHosoruei. Oto abopeBuatrypa « Wi-Fi». Takoe Ha3BaHUe ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbICIINH 3BYKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Ja, GecriiaTHBIM MHTEPHET-AOCTYI B Kade, OTeNnsX U a’dponoprax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BbIX0J/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 001Ie1ocTynHble Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.

CoBeTsl 110 Oe30macHOCTH paboTe B 001IeA0CTyMHbIX ceTsix Wi-fi:

1. He mnepenaBaili cBoro juuHylo HH(popMaluio uepe3 obmenocrynHsie Wi-Fi ceru.
PaGorasg B HuX, XelaTeabHO HE BBOJAWUTH IMAPOJU JOCTYIA, JOTHHBI U KaKHE-TO
HOMeEpa;

2. Hcnonw3yii u OOHOBIISII aHTHBHPYCHBIE TIPOTPaMMBI U OpaHamayep. TeM cambIM ThI
obe3omnacuillb cest OT 3aKaYKH BUpPYyCa Ha TBOE YCTPOHCTBO;
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3. Ilpu ucnonn3oBanuu Wi-Fi oTtkmoun ¢ynkuuio «OO0mmii goctyn kK ¢aiiam u
npuHTepam». JlanHas QyHKIMS 3aKpbiTa [0 YMOJYaHUIO, OJHAKO HEKOTOphIe
MIOJIB30BATEIN AKTUBUPYIOT €€ sl yA00CTBA HCIIOIB30BaHUS B paboTe Win yueoe;

4. He ucnonw3yit nyomuunsii WI-FI st mepenaun IUYHBIX JaHHBIX, HAIPUMED IS
BBIX0/1a B COI[MATIbHBIC CETU UITU B JIEKTPOHHYIO MOYTY;

5. Hmnonp3yit Tonpko 3amuiieHHoe coeauHenue yepes HTTPS, a e HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B wmoOunbHOM Tenepone orkimoun  GyHkmmoo  «[loakmouenne k- Wi-Fi
aBToMarudeckn». He nomyckaii aBTOMaTHYECKOTO MOJIKIFOYEHNS YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacus.

Coyuanvrvie cemu

CouuMasnbHble CETH aKTMBHO BXOJAT B Hally XHU3Hb, MHOTHE JIIOJU pabOTalOT U >KUBYT
TaM IMOCTOSTHHO, a B Facebook yke 3apernctpupoBaH MHILIHAPA YETIOBEK, YTO SBIISETCS OJHOM
CelbMOM BCeX JKMTeJIeH IIaHeThl. MHOrue MoJb30BaTelM HE MOHMMAIOT, 4TO WH(popMalus,
pa3MelIeHHasl UMU B COLMAJIBHBIX CETSIX, MOXKET ObITh HaliJIeHa U UCIOJIb30BaHa KEM YrOJHO, B
TOM 4HCJIe He 00s13aTeNbHO ¢ OJ1aruMHU HaMEepEeHHSIMU.

OcHoBHBIE COBETHI 110 0€30MaCHOCTH B COIIMATBHBIX CETAX:

1. Orpannup cnucok apy3eil. ¥ T1e0s B JApy3bsiX HE JOJDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3ammmai CBOI YacTHYIO >KM3Hb. He ykaspiBall mapomu, TenedoHbl, aapeca, Jary
TBOETO POXICHHUS U JPYTYIO JUYHYIO HHPOpPMAIUIO. 3JIOYMBIIIJIEHHUKH MOTYT
WCIIOJIb30BaTh Jake MH(DOPMAIMIO O TOM, KaK Thl U TBOHW POAMTEIH ILIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3ammimai CBOIO permyTaIio - JepKU €€ B YUCTOTE U 3aJaBail cebe BOIpoc: XoTem Obl
ThbI, YTOOBI ApyTUe MOJBb30BATENU BUJEIH, YTO ThI 3arpyxaems? [logymait, mpexae
YEeM YTO-TO OMyOJUKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPUIIL C JIOABMH, KOTOPBIX HE 3Haellb, HE MCIOJIb3YyH CBOE peaibHOE
UMSI U JPYTyIO JIMYHYIO WH(QOpMAIUU: UMs, MECTO KUTEJIHCTBA, MECTO y4eObl U
poyee;

5. M3bGerait pazmenienus: ¢portorpaduii B lutepuere, rae Thl W300pakeH HA MECTHOCTH,
110 KOTOPOI MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpanuu B CONUATHHON CETH HEOOXOIUMO HCITOJIB30BATh CIIOKHBIC TTAPOJIH,
cocrosimue u3 OykB ¥ IU(p U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jlns conuanbHOM CETH, TIOUTHI M IPYTUX CAMTOB HEOOXOIUMO HCIOIB30BaTh Pa3HbIE
naponu. Torga ecinu TeOsI B3IOMAIOT, TO 3JIOYMBIIUIEHHUKH TONy4YaT JOCTYH TOJBKO
K OZJTHOMY MECTY, a HE BO BCE Cpasy.

DnekmponHvle OeHbU

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb YAOOHBIN CIOCOO MiaTeked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

3J'ICKTpOHHBIe JCHBI' IIOABHIIMCH COBCEM HCIAaBHO WM MMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX IOP HE NPOIHCAHO ITPO HUX B 3aKOHAX.

B Poccun jxe oHn QyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, /1€ UX Pa3JeNsioT
Ha HECKOJIBKO BUJOB — AHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, UTO aHOHUMHBIE - 3TO TE,
B KOTOpBIX pa3pelniaercs MNPOBOAUTH oOmepanud 0e3 HASHTHU(PHUKAUHU [O0Jb30BaTeNs, a B
HEaHOHMMHBIX HJICHTH(UKALINHU TTOIb30BATENS SBISAETCS 00s13aTEIBbHOM.
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Taxke crienyer paznuyarh 3JIEKTPOHHbIE (MATHBIE NEHBI'H (PaBHbBI TOCYJapCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIM (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe ¢ IEKTPOHHBIMH JICHbIaAMHU:

1. TlpuBsxu K cyeTy MOOMIJIbHBIN TenedoH. DTO caMmblii yIOOHBIH M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. lIpuBsizaHHbI TeneoH MOMOXKET, eciau 3a0ynerb
CBOH IUIATEKHBIN NAPOJIb WIM 3alICIIb HAa CAUT C HE3HAKOMOI'O YCTPOIMCTBA;

2. Vcmonp3yii omHopaszoBble maponu. llocne mepexoma Ha YCHICHHYIO aBTOPH3AIIHIO
Tebe yxe He OyJeT yrposkaTh OMaCHOCTh KPayky WIIM MepexBaTa IMIaTeKHOTro mapois;

3. BwiOepu crnoxsbiii mapoib. Ilpectymamkam OyaeT HE MPOCTO yraaaTh CIIOKHBIN
napoJib. HanexHbie mapoiau — 3TO MapoJid, KOTOPBIE COepKAT HE MEHEee 8 3HAKOB U
BKJIIOYAIOT B c€0sI CTPOYHBIE M MPOMUCHBIC OYKBBI, IIU(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKHe Kak 3HaK Jojuiapa, pyHTa, BOCKIUIATSIbHBIN 3HaK U T.11. Hanmpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JAaHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSICIIIb.

afleKmPOHHafl nouma

DneKTpOHHAs oYTa — 3TO TEXHOJIOTUS U IIPEIOCTABIISIEMBIE €10 YCIIYTH 10 IIEPECHUIKE U
MOJIYYEHHUIO JJIEKTPOHHBIX COOOIIEHHH, KOTOpPBIE pacCHpeleNsaioTcs B KOMIBIOTEPHOH CceTH.
O6bruHO 3JIEKTPOHHBIN IIOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@uUMs_JoMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEeKCTa, HMeEeTCs
BO3MOXKHOCTb IepeaaBaTh (paisbl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe € ANEKTPOHHON TOUTOM:

1. Hano BeIOpaTh MpaBWIIbHBINM TTOYTOBBIN cepBUC. B MHTEpHETE €CTh OIrPOMHBII BHIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIyUllle JOBEPATh TEM, KOT'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yxas3pBaii B IMYHOH modYTe NUUHYy0 HMHpOpMaruio. Hampumep, sydine BHIOpaTh
«My3BIKaJIbHBIN _(hanaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonp3yii IByXdTAaTHYIO aBTOPU3AIMI0. DTO KOTJa TIOMUMO TapoJIsi HY)KHO BBOJUTH
KOJI, IpHChLIaeMbIil mo SMS;

4. BpiOepu cnoXHBIM Mapoib. [l KaXJ0ro MOYTOBOIO SIIMKA JOJKEH OBITh CBOM
HaJIeXKHBIN, YCTOWUMBBIN K B3JIOMY 1apOJIb;

5. Ecnmm ectb BO3MOXHOCTH HamuMcaTh CaMOMY CBOW JIMYHBIA BOIIPOC, UCTIOIB3YH ATy
BO3MOKHOCTB;

6. HMcnonp3yld HECKONBKO TOYTOBBIX SIIIUKOB. [IepBBIA Ui YacTHON IEpEernucKu C
azpecaTaMM, KOTOPBIM Tbl JIOBEpsICllIb. OTO JJIEKTPOHHBIM ajgpec HE HaJlo
MCIOJIb30BaTh IPU PETUCTPALIUU Ha popyMax U caifTax;

7. He otkpbiBail (ailnbl U Apyrue BIOKEHUS B MUChbMax JaXe €CIU OHHM MPUIUIM OT
TBOUX Jpy3ei. Jlydile yTouHU y HUX, OTHPABIISIIN JIU OHU TeOe 3T (ailibl;

8. Ilocne okoH4aHusi pabOTHI Ha TOYTOBOM CEpPBHUCE IEpel 3aKPbITHEM BKIAIKU C
caiiToM He 3a0yAb HaXKaTh Ha «BbpIiTH».

Kubepbynnune unu eupmyanvnoe uzoesamenbcmeao
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KubepOymnuHr — mpecienoBaHue COOOMICHUSIMH, COJIEPKANIUMHU  OCKOPOJICHHS,
arpeccuro, 3alyruBaHKe; XYJIUTaHCTBO; COIMAIbHOE OOHKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KUOEPOYIITHHIOM:

1. He Opocaiics B 60#. JIyumuii cnoco0: MOCOBETOBATLCS Kak ce0s BECTH M, €CJIM HET

TOr0, K KOMY MOXXHO OOpaTHTbCS, TO BHayalleé YCHOKOUThCS. Ecnm Thl HauyHemIb

OTBEYATh OCKOPOJICHUSIMM Ha OCKOpOJIEHMs, TO TOJBKO €Ile OOJIblLIEe Pa30ATKelIb

KOH(JIUKT;

VYnpasnsii cBoelt kubeppemyTraluei;

3. AHOHUMHOCTH B ceTh MHHUMas. CyIIecTBYIOT CIOCOOBI BBISICHHTH, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyIUTaHCKUH 00pa3 BUPTYaIbHON KHU3HHU. IHTEpHET PUKCHPYET BCe

TBOM JICHCTBUS U COXpaHAET UX. Y JaUTh UX OyIeT KpailHe 3aTpyIHUTEIbHO;

Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urhopupyil enuHuuHblii HeratuB. OJHOpa3oBble OCKOPOUTENBHBIE COOOLICHUS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs: Ha Ha4albHOM CTauu;

7. ban arpeccopa. B nporpamMax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIUAIIBHBIX
CeTSIX €CThb BO3MOXKHOCTb OJIOKMUPOBKHM OTIPABKM COOOILIEHUN C ONpEdeICHHbIX
aJIpecoB;

8. Ecim T1H1 cBuzmerens kubOepOymmura. TBoum JecTBUSA: BBICTYHHTH HPOTHB
npecienoBarens, I0Ka3aTh €My, YTO €ro JeHCTBHs OLIEHUBAIOTCS HETaTHBHO,
MOJAJEPKATh JKEPTBY, KOTOPOM HyXKHA IICUXOJIOIMYEcKas IOMOIb, COOOUIUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

no

o

Mobunvnubiit meneghon

CoBpemennble cMmapT(hOHBI U IUIAHIIETHI COAEpPKAT B ce0e BIIOJIHE B3POCIHbII
(GyHKIMOHAT, W TeMmeph OHM MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMU KOMITHIOTEPAMHU.
OnnHako, CpeJCTB 3alIUThI AJSl MOJOOHBIX YCTPOMCTB MOKa O4YE€Hb Malno. TecTupoBaHHE U MOUCK
YS3BUMOCTEN B HHUX MPOMCXOJUT HE Tak MHTEHCUBHO, Kak 1 IIK, To ke camoe kacaercs u
MOOUITBHBIX MPUITIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl yxkKe MPAaKTUYECKH JOTHAIM HACTOJbHBIE aHAlIOTH,
OJIHAKO pacHMpeHue (yHKIMOHAIA BJIEYET 3a CO0O0Ml OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJAUTENH BBIMTYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI s 0€30IMaCHOCTA MOOMIIBHOTO TenedoHa:

1. Hwuuero He sBiseTCS MO-HACTOsIEMY OecIIaTHBIM. Byas ocTopoxeH, Beab Korja
Tebe mpemsiaratoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKpPBITBI Kakue-TO
MJIATHBIE YCIYTH;

2. Nymaii, npexne yem otrpaButb SMS, ¢oto mimm Bumeo. Thl TOYHO 3HACIIb, T1I€ OHH

OyayT B KOHEUHOM uTOre?

Heo0xo1mMo 0OHOBIIATE ONEPAlMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX Tele(OHOB;

He 3arpyxail npunoxeHusi OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJEPKATh

BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHuE;

6. Ilocie Toro kak Thl BBIMACIIH C CaiiTa, TJ€ BBOJAWJ JMYHYIO MH(POPMAIIHIO, 321 B
HacTpolku Opaysepa u ynanu cookies;

ok w
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[Teproandecku nMpoBepsiii Kakue IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBOl HOMEp MOOMIBHOTO Telie(OHA TOJIBKO JIIOMSIM, KOTOPBIX ThI 3HACIIh H
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl MM HE ToJib3yenibcs. He 3a0biBaii

WHOTJIa TIPOBEPATH ITO.

Online uepvt

COBpeMeHHBIe OHJIaI\/JIH-I/II‘pLI — OTO KpAaCOYHBIC, 3aXBAaTbIBAIOIIMUC Pa3BJICUCHUS,
O6’L€I[I/IH${I-OI_HI/IG COTHH TBICAY YCJIOBCK II0 BCEMY MHUDY. I/IFpOKI/I HCCIICAYIOT ,Z[aHHBIfI HM MHUD,
06H_IaIOTCH ApPYyr C APYroM, BBIIIOJIHAIOT 3aJaHUsA, CPpAKAOTCA ¢ MOHCTPAaMU W MOJY4arOT OIIBIT.
3a YAOBOJBCTBUEC OHH INIATAT: IOKYIIAIOT AWCK, OIINIAYMBAIOT a0OHEMEHT WJIU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce stm cpexcrBa MOyT Ha INOAJAEpKAHUE W Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbl aBTOPU3ALlMM, BBIITYCKAIOTCS HOBBIE MaT4U
(unpoBbIe 3aMIaTKH JIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT OIlacaTbCsd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXKn
TBOCTO I1apOJIsd, Ha KOTOPOM OCHOBaHa CHUCTEMaA aBTOPHU3alINH OOJIBIIIMHCTBA Hrp.

OcHOBHbBIE COBETHI 0 0€30MaCHOCTU TBOET'O UTPOBOTO AKKAYHTA:

1. Ecnwm npyroii Urpok BeneT cedsl II0X0 WIH CO3JaeT Te0e HEMPUATHOCTH, 3a0JI0KUPYM
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMMHMCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEIEHHE J3TOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAKHE-TO JOKA3aTelbCTBA B BUJIE CKPHHOB;

He ykaspiBail muunyto uHpopmaluio B podaiine urpsl;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuraabHbIe TATYH U MOJIBI,

Hcnonb3yi CII0KHBIE M pa3HbIE N1apOJIH;

Jlaxxe BO BpeMsi UIpbl HE CTOMT OTKJIKOYAaTh aHTUBHpYC. Iloka TeI Wrpaemsb, TBON
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpa)l(eﬁ ACHCI U OOKYMCHTOB CETOOHA YK€ HHUKOIO HE YI[I/IBI/IfH_IB, HO C
Pa3sBUTUEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIONIJICHHUKHW  TIEPEMECTUIIUCE B  HUHTCPHET, H
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UIIMHT, TJIaBHAs IIeTb
KOTOPOTO COCTOMT B TIOJYYECHUH KOH(HICHIMATBHBIX JaHHBIX TIOJB30BATENIC — JIOTHHOB H
naposieii. Ha anrauiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnemnm 3a cBouM akkayHToM. Eciu Thl mojmo3peBaelib, 4TO TBOsSI aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIMTH aJIMHHHUCTPATOpPaM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonw3yii 6e30macHble Be0-CaliThI, B TOM YHUCIIE, HHTEPHET-Mara3nHOB M MMOMCKOBBIX
CHUCTEM,;
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3. Hcnonp3yii ciaoxHBIE U pa3Hble Mapoiu. TakuM oOpa3oM, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH T10JIy4aT JAOCTYI TOJBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3AOM@IM, TO HEOOXOAMMO MpEenylnpeluTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J0OaBJIEHBI y TeOS B APY3bsX, O TOM, YTO T€OsI B3JIIOMAJIH U, BOZMOXKHO, OT

TBOETO UMEHM OYZET PacchlIaThCsl CIaM U CChUIKM Ha (PUIIMHIOBBIE CAThI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHEIH TenedoH;

OTkII04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpsiBail (aiinbl U Apyrue BIOKEHHUS B MUChbMax AK€ €CIU OHHM MPHUIUIA OT
TBOMX Jpy3el. Jlyullie yTouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Lugposas penymayus

[Mudposas penyranus - TO HEraTUBHAs WIM MO3UTHUBHAsA MH(poOpMalUs B CeTU O Tede.
Kommpomerupyromasi mHGpOpManusi pa3MelIeHHass B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uTbcs Ha TBoeH peanbHOM xu3HuU. «L{udpoBas penyranus» - 3TO TBOW UMUK, KOTOPBINA
dopMmupyercs U3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo xuTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCcTKU JErKOMBICIEHHO OTHOCATCA K MyOJIMKAalMKU JTUYHON MHPOpMaAIuu B
WNuTtepHere, HE TOHUMAs BO3MOXKHBIX MOCHEACTBUNA. ThI 1ayke HE CMOXKENIb JA0TafaThCsi O TOM,
yto dororpadus, pa3melieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

KommenTtapuu, pasmemieHue TBoMX ¢ororpaduil u apyrue JedcTBHS MOTYT He
HCYE3HYTh Ja)Xe IIOCJIE€ TOro, KaK Thl MX yAadumb. Tbl HE 3HAEWb, KTO COXpPAHUI ITY
UH(OpPMalIKIO, MoMaia JU OHA B NMOMCKOBBIE CUCTEMbI M COXpAaHMWJIACh JIM OHA, a TJIaBHOE: YTO
NOyMalOT 0 Tebe OKpYy»Xarollee JII0JIU, KOTOpble HaWAyT U yBUAAT 3To. Halitu nndopmanuio
MHOT'O JIET CHYCTS CMOXeT JH00H — Kak U3 J00phIX MOOYXJAEHUil, Tak U C HaMEepeHHEM
NPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEMyTALNU:

1. Tlomymaii, mpexae 4eM 4YTO-TO MyOJNMKOBaTh W TepeaaBaTh y cebs B Ojore wiu B
COITMAJIbHOM CETH,

2. B mactpoiikax npoduisi yCTaHOBU OTPAaHUYEHUS HA IPOCMOTP TBOETO MPOQUIIL U €ro
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPY3€ei»;

3. He pa3memaii 1 He yKka3piBail HHPOPMAIUIO, KOTOPasi MOXKET KOr0-TH00 OCKOPOISThH
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TIOJIB30BATENH IU(PPOBOTO MPOCTPAHCTRBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMHU BO3MOXKHOCTSIMU ITU(POBOTO MHpa
TpedyeT coOI0IeHNsI PaB Ha NHTEIJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH «UHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCA K pPa3jIMYHbIM TBOPEHUSIM
4eJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIyTHW , W 3aKaH4yuBass KHHUramu, Qororpadusmu, KUHOPUIBMAMU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.
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ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEJUIEKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HayKH, JINTEPATyPbl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYNAIOT B KAYE€CTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeJIMBbIC
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysibTaTaxX CBOEro TpyJa, HOJYyYUTh U3BECTHOCTh M IIPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa HE MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B IIPOKAT, MyOJIMYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B AHpe Wi pa3meniaTs B IHTepHeTe.

Vcnonp30BaHue «IUPaTCKOT0» MPOTPaAaMMHOTO 00ECIICUEHUSI MOYKET MPUBECTH K MHOTUM
pHCKaM: OT MOTEpPH [IAaHHBIX K TBOMM AaKKayHTaM [0 OJIOKMPOBKHM TBOEIO YCTPOMCTBa, Il
YCTAHOBJICHHBII He JierajgpbHas mporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OeCIIaTHbIE IPOrPaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CereBu4ok.p) — TBOIl TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXEIIb Y3HaTh O
0€30MacHOCTH B CETU MOHSITHBIM U JOCTYIHBIM S3BIKOM, & TIPU BO3HUKHOBEHUM KPUTHUYECKOU
CUTyaluu oOpaTHTbCA 3a COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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